_GE...

“Can the costso complying"

404(a) be reduced without sac

the quality of a review of inter:
controls over financial reporting (1

Sy
' ‘. o _‘ ;7.“_“’-

V rrtual SOX Tec LPr%)L)‘cjleg
| i ab.hm __( _//wambIIJJ.J e)rl

Lord &Benoit
Shining Light on Section 404 Compliance

©2010 Lord & Benoit, LLC



()
(m7
€
B

Contmumg Profe Jll) Ecfue

Please turn on computer speakers t
presenter

If you cannot hear the presenter wit ;? ur
speakers you may call

ailable on Website:

_u wuua JJLL.»J-JJJ c

Educationaliraining8aseminars

Lord &Benoit
Shining Light on Section 404 Compliance

©2010 Lord & Benoit, LLC



“ e,
—_

——

& Continuing ProfessionalN=ElEati)

.~"\:_‘~‘ L.
.A, \.

it er)a \XMII 1be .nstructlbns at the endlo LdmuS seminaren
Jn |m d“ \’thls webln |

\ N

e 5

hbasénole : State Boards of Accouni:
Won the acceptance of indjvidue

,‘\.
WA

JJ]TP/ ‘/JJ m,u‘ al "

ast 50 MINULES|Of I
rur .

WE AJ%

Lord & Benoit is not registered with

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



Professionalf DisClaiies:

‘. \‘ R .- W e,
J‘nlJ lterature contained herein is not mtende @ JJ.bJrJr.a zllerloritetye
Jlrér:]v re publlshed Dy therespective regulato Vle Jenr*]m, Profassionells

,,] ad\>ased to cohsult W|th Tégal and accountini J authontiesientall

l ; , |’s él}e 2l \ﬁemeh mg professm IJ rlelzifels,
' 1‘3 "Jﬁx . ‘Jv‘ \ :\

2,
"’u
-

“

Lord&Benoit
Shining Light on Section 404 Compliance

©2010 Lord & Benoit, LLC



Presenteral

k \‘— ™
._\."

_jj_) 'enont IS President of LLord & Benoit. HE '%-WJ,I ORNHENTIOSIEGEN LS
co)s Jo onitoring|Project Tiask Force. He als0)Servealon AICPAPESY
;&emjaw Accepbance Bbard for ten years. He'ls th .\LJJ}Jr o ine Lorel &
JérlJIi" " s Whlch a\) by en}eferenced by thelSECRPECAGE AN
Jxees Il Sif ‘s \ 4~f|rms and\o eSS OMEWSEPE!S)
il JJ'/JP 3 *arl aclJﬁ‘J ul: r”J:LL ﬁlrnals Wejglelyieler o) i zllgo
thexirst e - evall Jq rto)liselthe 2006/ COSOIGU dance for Smallerskblie
Qm,)Jan JnJ theNnyventorofiVirtiial SOX:

Lord&Benoit
Shining Light an Section 404 Comphiance

©2010 Lord & Benoit, LLC



Lord &Benoit

-

PreSe );er #2

JJJL; eI Mooradian; CISA s Vice Pre5|de OPEAUONSISENREOIPIENEE
atiliord| @ ‘Be Oit; LG, and ai(asoned professional it OVERtWERLY;
yealsio fisenio ‘%,e ENtexperience INTERENNTOHMEUGHNECHNBIOUEY,

i"l-

IE]C P r\ c p]n Lo ‘& Benoit;, Michae! directed NIForgalizabions
JJ,),)Jerj mu rarujirul [ocations for Digital EqUIPMENLIEOTpOrationy
BIOOKS r\J.urp_an andheshomson Corporation. Hetasy provided
CONSUILING SERVICESHOICIIENISISUCHIasIATIBUtNE SECUrtiESIanGE=XCHENTE:
COMIMISSIONNSEE)DURISEBradstreetIBES  Business Wire ZfiEDavis
Puelignlisie) clnlel #ir4er,

©2010 Lord & Benoit, LLC WWW $e>tlon404 rg



Todays V\ Jrur

I “ {,‘ , .;'(_ .“\.i % "
HoWie ﬁ WWhyaS CMOLE]Y
Il i a‘, AR A

ool JnJ, _jfva )ernJ

SOXAIIIGom PIIRGE

Lord &Benoit
Shining Light on Section 404 Compliance

©2010 Lord & Benoit, LLC



Lord &Benoit

©2010 Lord & Benoit, LLC



Securitie STOEXCHCIIEE
Commls Jn

A, "
£ -
’ iy -

“”jr e there Will'be no further e MIMISSION
A,g énélo S, I% S brtant fora PUBIIE
r‘\)rﬁr San 5 % ,m\‘ [z itors to act with
JAI]T)J;]_..; spe ced|te (0. mgva toward full"Section
}O—} d)rr] offzlgles”

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



Securitie STOEXCHCIIEE
Commls Jn

il ~ @'? \mssmn s for the flrsth p raolVirle) i)
unll"' 7] by’ \h cleart At all pubiic
COME 'n €s, @ngJ &3:3 ofisize, will Be Equiredto
GOmplY, wm Section 404(b)) of the Sarbanes:
Jxley Act.” |

Gommissioner LuisiA. Aguilar

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



Lord&Benoit
Shining Light on Section 404 Compliance

Public Compal 2 Accallritire)
OverS|ght_

S R
\‘ ‘u'd-_ -

-«
—

s Iatést SUMMary. of its mspé [ONSIGIALHE
v-‘Jf t allgeé % dut Irms,— cov‘éhl JHOUIAVERNS
Of 15 ews — the PUE lic Company ACCOURENG
J\/QAJ er JJJ:LJ ,)]n g5 therauditors fortfalling ¢) [L0)

SE EnoUdhIPLeTES! JJr]JI SKEPLICISM )| in thelr;
aud'itrs O COMPANIESHINENGIalNSte ements...

CFO Mag‘;\zm‘é
R \ \,? \\ 'z : \') \

AR

©2010 Lord & Benoit, LLC



o

Public CompamEsyACEo e
Oversightz5ez1d

-

‘.' L
"(' o &

YA\second area reviewed, actually alSubSeHoItiE
fitsSt, Was the assessment of fraud Fiski?

' “'v A v 4‘~] '.T.' 4 -\' S W -k .
il B Bkl AU RN
| 4 . -

. ‘!v,'Lfl _,"'.'f J“::::": . ﬁl‘x X :" \ -l.i\ " ..“:‘I'\D.\”:“;"; \ l .\'-', .~ ’ b
shiRa MINGHILY BIEldits, thieoard foUnUNaUiERo
4OIMONENIYONOUSLESHNGNNRAIEAS Of greateifiisKe
andifailinEoRESCOMPENSALNG controls:®

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



Lord&Benoit
Shining Light on Section 404 Compliance

LENWOTK WaSHPEfOHMEU BYACoM any pers HE!

Public Compal 2 Accallritire)
OverS|ght_

S R
\‘ ‘u'd-_ -

-«
—

il J‘ n* board alse evaluated audlte‘r "USEIOIRtHE

e rk bf the}s t@*cu\t eWN ONtHEIReIWHNVETKEE
,)rjgj," ze that AS ‘%%Gl I ally allowsy BUtiseme
JJJ;L?,J Jrﬁr SUJ‘J'Jf‘ lently assess the cc m,)asenr* Y.

O G J_)yér'dvrry ofiethersh wgm, varticularVAWHER

PthERthanntEmRalalditensy

©2010 Lord & Benoit, LLC



e '->

ALL Govern g OIS

Aq

Jff'= companies have a har S time PEROKTING

Lord&Benoit
Shining Light an Section 404 Comphiance

SOX mhouse because evaIuatéT MUstHLE

(“Jm ét \:;;'1!: \\“ e\e%\d/e Obj Al.]\/}i‘\/ f=C jJJr €S d
PENS o“ gn« p n the precess:
JIUG“JJ r Othemwise theyawould be revwwm g

LIEIr g»vr} wam WHiChNS net considered aivalid
MORIteHNG F‘VJJJJJJJ’] Com,)as" and
OPjECVILyAarEmeqUIrediy COSO/SEC Interpretive
GlIEancE anUiRCAGBIStanEaieiS s,

PCAOB

©2010 Lord & Benoit, LLC




e '->

ALL Govern g OIS

Aq

St IIer companies rarely. have Ompe -J'n'r régFui‘skilJ
etsiin HOUSE. ThiSiis partlcula‘r1§f £ 1y)

frI 0 nation 'ﬁechnolo‘gy A comp L,-l e r.-\yj‘-\w Of ©f
ITﬁ cp}} el t'laé year. S ruJJar
r‘Jrr},)YJr 'S ry,)]“f‘ 172 rl,]ve th\ One or tWolnterna s
Stiite hereforeltis difficultifnot impossibIEte
SliectVElyAeP]EctVElVAaSSESSHAPISINCE the aSSessor:
ISEPFERERIVAHEIGNENEOINERMIENGKe

PCAOB

©2010 Lord & Benoit, LLC

Lord&Benoit
Shining Light an Section 404 Comphiance



Internal Control — Integrated Framework

Mark 5. Bl ey

mleiie s srmanceg Ames s

Danid A Fichards Joffray Thomeon
Tie s of lotems] wndiaur Trrmac o Honagimin fsciasan

Guidance on Monitoring
Internal Control Systems Grant Tharan LLP — Auther

Principal Cantributors
. Introduction ) ;  Jams P.Bartin ) Kell 0. Morwton
M g i tmaael  Bumlt Fauals
Crses Thorassa LLF - Dhtants . L —Cha Gt Tharnw s LLF - Clanage

Jomeri mutn x.
~ -\ 2 Bembrwmand Soum ducnds
&. 'IV Crnes Thoraria LLE - Tl
[
v OS50 Tas

Ebraham

Jonnifer ML Bames
Furute
h Tirlos & Tende LLF

P

Endray & Gramlag
B
b eany

Jobn H. Ao

Furuts
Eruw & Ty LLF

Obzarver

Becurkks and Exchangs Commlsglon
Jush K. Jones

A Cheateste

Fruftmmd Ao mg Pl

%, The Committed o Soorciormg On ations of the Trasdsy Commizsion COS00

LordaBenoit|| J

Shining Light on Section 404 Compliance



- .

House of Re13 e'wr JEz)E]Y

. ' (.'\~

23

St

" ’. R. 4173, Walll Street Refo ]JJ’]J CONSUME;
, Pr?téctlo.h‘ Act wQuId exempt com PANIES It
a* ¢‘ 75 million o bEIGYIO1H
..)" n«} es=OXIEy r\\, 5\Section ef'(_)) Jecrun
204(b)regites alcompanys auditors
docliment=andstestitshnterial contro J\/er

[inaneaINEPoRMNENECER):

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



Senate FiNance CoOMMILEs

-

- ~
N -

-
S Y
s

—

R
e

iihe exemption 0fi SOX .5’_-“f_}oi:alr)ly ASEN
\ from the Senate version of the reformibil
nateEinance Commitice. &

for

q
S

o€

Vi
I
g

-

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



Lord&Benoit
Shining Light on Section 404 Compliance

Senate Finance ConmiLee

J mes DeMint mentloned e will dnliroc)tee
ar It eﬁ nent @\the Senafé PropuSEd
felell latory; ( G ”Q pilllthat woulc e,wm,)r ONE

elrz,g:sl erated filersifrom compliance WithISECton

: Jﬁ#@r) of the Sarbanes:Oxiey Act.

©2010 Lord & Benoit, LLC



What Is Vlrtu [SOX‘I

Ty
- -

.x’c‘

“ ifj hes-

Lord &Benoit

e 2 ©2010 Lord & Benoit, LLC



J‘JJ’J’]\—‘\/\/JDQ

Process
Controls

ramework

S

Design of ( Risk
Controls Assessment

.’
h 4

. RN N
Accounting ( . B 5N
( Controls ) Mapping ) SRR

Lord &Benoit

©2010 Lord & Benoit, LLC .section404.org



',-\“ _,_.—~ .

Four Resourcen eqwrem

Financial Reporting High Level
(EITF, SOPs, FASBs,
SABs)

F 4
Lord&Benoitu]]J y

Shining Light on Section 404 Complian



:I-’ R

. Advantages of ql iSO

. Least vexing way. to comply ~ox Section
" 04(a) without compromlsm‘g qguuhr\/

| dlnpél@ce}tloh& : |

5 j‘Jn ,,oﬁam¢ gne ravel tlm\e or: travel
7 r\u JJJrJ are wF\JJ J:]JIHJ anc superw el

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



R T

— —

. Advantages of uJJ SOX

. "l.‘ " "\
‘ M|n|mal Management d|srup om]
| ronvenlence to out5|de audlto\

"_\

B W ..r-"‘ ]anne .
ik e :@}mu min ad hoc
11 | {

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



-

What s V|rtu LSJX’

e

A e
4 b -
‘k
% h — W
i1 - S
: s P

v

S .
-

ackground

l WA N

| \ N LT - : .~ .-: | TR
!‘l%— A \ 2 \X
? _);j, C

ﬂu ’,@M}IU : u\)\\\;\

1-4 ,)rw" o Usis) _J r-srru e technolo IES
\.r_ 0 reduce _r.na GOStSIOTRGOmplying with SO
\SECHENEZ{@)WIthoURSACHTICINg the:
gualbyAeTRasEVIEWIGTNRLEBIRControlSiover
fireinielzll regantinic) (LEFFE) S N

Lord &Benoit
Shining Light on Section 404 Compliance

©2010 Lord & Benoit, LLC



Lord &Benoit
Shining Light on Section 404 Compliance

Why: can VirtialiSEX

DTl f”i‘eJ\y?

‘ot anaudiv.
144 g&é én él‘-"." '.ssment
al ” AR

OF\)J»-).F J‘)‘)J‘] Gr\ |

r :
- } .

\

\.4

Y fiélener)J IFODJEC vmr\/ t0l5ize of business

©2010 Lord & Benoit, LLC




:I-’ e

oW, can SOX be d@ arplgealy?

‘. \';". mﬁ‘ .
: " ¥

—

+ Use of; 5|mple and affordabl cernnJlJ cjc)Y/
lu FO@'SL BN | TN
(#EI o \\ tita
" E j)r‘*r p’)rJJa ; IIL]FL] Jamar o E e
m,n gy sampling) R
CHOICES OEVIEERCENNEUITRS
[EPENOIMANCEANSPECHONHBSEVALon:

‘\\

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



—ﬂ—

.’._

Virtual SOX 40 - r OIS

=
- 7\\‘
- — -
. —
- -

",a Teleconferencmg, online auel G\JJJJJJ MEELNY

n OO‘SE

4 S ééa 0) «L | tion tools! usin GISCIEEl
r {ng (GurAmach rL;r Athe client’Simaching

71 bE] viewediorchanged real time)),

"Share frz)ru chlistsinclidingithe outside
aUditors

ESEISHIOf: CO,)J:):) Of nrunrul iatements,

Jpré.]cbn i, Joursl enifes el dlsclosure"*-:::;,_
CHECKIISHS X R

\ \

‘. , , '-. R
N AN .
AN \ h
LRIV R Y i
)\ ' % Y \ J

o N VAL R ‘\ z, ' LN

% AR \ 0..- L. .':- i i'.l g
Lord&Benoit g \ ) ‘-. 5
oo || |©2010 Lord & Benoit, LLC www.section404.org



:I-’ ‘—,

Virtual SOX 40 F OBIES

Document SCANS!
: VPN_ honn tlons

= 7 “ﬂ , - N 5
Ve ‘:ﬁw ] GOt JJ JQJ CCRSS contre t00/Site
,)rA pie JnJJrnJrJ_/.eJ oy ir advertentiile

CHanges

7 ,Jrured JJ for SiElrrl me JJ Uments;
SECUNE) SSL ¢ CENUTIGALES) anr*ry,): uploads
JIJJ UOWIIOEESHO/IHOMMMESILER

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



:I-’ ‘—,

Virtual SOX 40 F OBIES

‘%{:Q\

—

Agreed upon T|meI|nes

‘l W) ‘ M\'\, \,\ \- ‘ <
0*«‘ “rJJ]fr« ‘

) WK NS T X
L
\ ‘ X -\ Y
\ ; N . %
\ o o

MbﬂU i notification of. document
Updates

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



Lord &Benoit

P — ©2010 Lord & Benoit, LLC




N

e

, ;; ~|rta\l SOX I

.—

Lord&Benoit

©2010 Lord & Benoit, LLC




Virtual l“J‘

-~

Can It Work7

.‘:;-- B,
. \'T\-’"‘»

. ,'-' -

¢ |C ‘ SE: e f .'i;-OX IT ~5& mdm
ﬂwﬂgjl 2 ,Ji, edul \'tsonfllcts ultiple

iJ | u e restraints, ~
Q'QJLJF.!_\)N VJFUJJ SOX Ine 1gagement
» RATIONALE: efficient, Unebirlisive, cost-
EfEcve ‘ |

LordaBenoit|||| " ©2010 Lord & Benoit, LLC



Virtual SOXHH
Implemen f‘L)n

’ +|sk@ssessment/Mappmg/Nar at vaw/)wjgm
5 {u trol5 a d\té.stlhg—can all® re easily:
1 3

V‘ §& remotely

. Cc aboration te UJL) such as Windows Live
| MeewJ o)f \/Vr‘_)‘::,é JJJL)/VJJ\,

CONTErENGINGWEDEE5EU CONLENT
MaRagemeERRSYstEn

LordaBenoit|||| " ©2010 Lord & Benoit, LLC



Virtual SOXAAs
. Data Collection™ eq jolce)y
Gmdelln

\ e W

" eply technologles that can. ° mmplamn IEnted
la 'H { Jth m|n|mu 1 off effort

| \ly "ﬁx " \ " :
) fr;m € rL:; mEe B"OU ons in order telaverd

LiIE Mﬁ \associated! With somn plexity.
J J.JJ’]JJJ‘JMS onlas|fiew!software. and hardware

PlAONMSIASPOSSIBIENGNIERENLON

ECONOMIESIOFSEaIE \

Lord&Benoit ||| " ©2010 Lord & Benoit, LLC



Lord & BenoitSHNFASSESSIIENl

=UITEL; X Timeline
Def|C|ency .‘

Process ' M. N
Control AR RN N Framework

Testing

Design of
Controls

IT General

( & ( (RS

Application Assessment
Controls

Lord &Benoit

©2010 Lord & Benoit, LLC .section404.0rg



Lord &Benoit || J

Shining Light 0n Section 404 Compliance

INF Mapping

Business Process and Overall Application Operating SM] Supported by Ho§ted Jjc
. Database Spreadsheet : Third Party
Sub-Process Rating Name System Name a Third Party Provider

i —
i -

Credit and Collections

Puchasingtopayables | | | |

A/P and Cash
Disbursements

Employee Master File
Maintenance

-
!
.



[T, Risk Ass S;,rnénir.

-:b

A -«,_\\

Identlfy and focus on critical mfo_ ,@Jm d55ets

" 2 rOCesses, systems staff)
~|‘ e ..A.::‘ 1} .' -.‘. \'.\ - -_‘-‘
lerthelrel: g r ‘f&‘ mong Criti oU assets

> LIS k.\
A v &L l{‘, !

ﬁru@

\\

A% R O

. 2{ b\ '\‘ \ ': A \
\ ) NN
m o) ,u:monul [comr" {

‘ !'! "l l

REValua 'r';“

Y Establ]sh dojriire)) J'Jj Ectives BLkey controls to red uce
HISKSFUOIaliaCeEPLaIENEVE] AR

\ O e A ®, "‘.:."7

- ) K b

A AR TR RN
N ! i A 0 . « »

N

VRN LU= W
©2010 Lord & Benoit, LLC www.se \\\%‘* org

Lord&Benoit
Shining Light on Section 404 Compliance



EstabliSRING tHENEETII0]S—
EnVIFGRMERL

,‘ Summary of Controls Design 1
o i

' Ref XYZ Company Level IT Control Principle Es{gg]:g Ef(f'flfllllyvﬁ]neiss !
|' ©2008 Lord & Benoit LLC —— Process of Control partially met, >
) ntity Wide Level not met) !
1

i

Lord &Benoit || J

Shining Light on Section 404 Compliance

How does the company ensure that Information Systems and Technology
software development properly reflects users’ needs?

Whatis the users’ perception of Information Systems and Technology?
How does Information Systems and Technology management assess this?

What measures for Information Systems and Technology quality exist? How|
do they compare with the general attitude to quality at the company?

Are there significant Information Systems and Technology activities outside
the Information Systems and Technology function? How much of the
systems and technology is owned and maintained by the users?

There is no internal development function; using COTS products to support
entire environment.

Users generally feel that IT is responsive to their needs. Any major problem
is usually brought to the attention of management.

System availability is extremely high. Have strong monitoring functions in
place that identify problems quickly in order to be addressed.

AlIT functions are performed by either IT personnel or their authorized
vendors. Users do not manage any part of the infrastructure.

Fully Met

Fully Met

Fully Met




Narratives/Popuiabingeen iG]

Process

4. Manage Changes

Control Objective

4.1 Controls provide
reasonable assurance that
system changes of
financial reporting
significance are authorized
and appropriately tested
before being moved to
production.

Virt

Rationale/Risk

Managing changes addresses
how an organization modifies
system functionality to help the
business meet its financial
reporting objectives. Deficiencies
in this area could significantly
impact financial reporting. For
instance, changes to the
programs that allocate financial
data to accounts require
appropriate approvals and testing
prior to the change to ensure
classification and reporting

integrity.

Key Control

4.1 Requests for all
changes are subject to
the IT Change Control
document requirements
as incorporated into the
HP Openview Service
Desk change
management module

Key Reports

[T Change
Control
Document

Closed
Changes Repor|

[T Change
Request ticket

Frequency of
Control

ual SOXIT

Manual/
Automatic

Manual and
automatic

Preventative/
Detective

Preventative

Control
Owner

VP of IT

Evidence of
Control

Change tickets in
senice desk

Design
Deficiency?

4.2 Change
Management
procedures ensure that
the stahility of the
production environment
is not compromised
through the completion
of an impact analysis
including security
impact.

[T Change
Request ticket

Preventative

VP of IT

Documented
impact analysis in
the Change
tickets
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A= of 8/22/2006 7:31:33 AM.

Server Name
bma-bb-40

Start Time
8/22/2006 05:38 AM

Backup Sizre
5.00&

Status
Successful

Last Successful Backup

8/22/2006 05:38 AM

Virtual SOX - BackipNieH
Dump te ' Spreadsii

EELl

Backup Server
bma-backup-02

Incident ID

bma-catm-01

8/21/2006 10:17 PM

206.517

Successful

8/21/2006 10: 17 PM

bma-backup-03

bma-catrdr-20

8/22/2006 02:45 AM

96,107

Successful

8/22/2006 02: 45 AM

bma-backup-02

bma-dasic-75

/212006 09:20 PM

106.803

Successful

8/21/2006 09: 20 PM

bma-backup-03

bma-dc-01

8/21/2006 08:34 PM

5.112

Successful

8/21/2006 08: 34 PM

bma-backup-03

bma-dc-02

8/21/2006 03:00 FM

4.985

Successful

8/21/2006 08:00 FM

bma-backup-04

bma-dc-03

8/21/2006 08:45 PM

5.567

Successful

8/21/2006 08:45 PM

bma-backup-03

bma-eqe-01

8/22/2006 05:25 AM

14.376

Successul

8/22/2006 05:25 AM

bma-backup-02

bma-files-04

8/21/2006 08:50 PM

116.934

Successful

8/21/2006 08:50 PM

bma-backup-04

bma-files-05

8/21/2006 08:00 PM

590,392

Successul

8/21/2006 03:00 PM

bma-backup-02

bma-files-08 (RMS Unattached)

8/19/2006 05:00 PM

1,130.315

Successful

8/19/2006 05:00 PM

bma-backup-01

bma-files-08 modeling

58/22/2006 03:09 AM

729.506

Failed

8/21/2006 02:40 AM

bma-backup-04

bma-goog-01

8/21/2006 09:00 PM

5.020

Successul

8/21/2006 09:00 PM

bma-backup-03

bma-gp-01

5/22/2006 01:37 AM

10.851

Failed

5/14/2008 01:59 AM

bma-backup-02

bma-mail-02

8/22/2006 01:14 AM

98.763

Successul

8/22/2006 01: 14 AM

bma-backup-04

bma-mitel-01

8/22/2006 02:50 AM

7.427

Successful

8/22/2006 02:50 AM

bma-backup-04

bma-mon-01

8/22/2006 01:02 AM

9.437

Successul

8/22/2006 01:02 AM

bma-backup-04

bma-owa-01

8/21/2006 03: 15 PM

8.811

Successful

8/21/2006 08: 15 PM

bma-backup-04

bma-rms-52

8/22/2006 06:15 AM

112,703

Successful

8/22/2006 05:15 AM

bma-backup-02

bma-rms-&60

8/21/2006 10:15 PM

131.046

Successful

8/21/2006 10: 19 PM

bma-backup-04

bma-rsg-01

8/22/2006 04: 10 AM

27.850

Successful

8/22/2006 04: 10 AM

bma-backup-02

bma-sdesk-01

8/22/2006 12:21 AM

5.860

Successful

8/22/2006 12:21 AM

bma-backup-04

bma-sox-01

8/21/2006 08:00 PM

4.678

Successful

8/21/2006 08:00 PM

bma-backup-03

bma-sgl-01

8/22/2006 05:03 AM

17.497

Successful

8/22/2006 05:03 AM

bma-backup-02

bma-ts-01

8/21/2006 08:21 FM

12,188

Successful

8/21/2006 08: 21 FM

bma-backup-03

bma-ts-02

3/20/2006 01:44 AM

414.704

Exceptions

3/12/2006 10:27 PM

bma-backup-01

bma-vault-01

8/22/2006 02:00 AM

5.448

Successful

8/22/2006 02:00 AM

bma-backup-02

bma-whouse-01

8/22/2006 06:00 AM

5.646

Successul

8/22/2006 06:00 AM

bma-backup-02

bma-xpose-01

8/22/2006 02:18 AM

40.758

Successful

8/22/2006 02: 18 AM
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E Computer Management {Local) Type | Date | Time | source | category | Event | user | computer | -
=- '@ System Tools &f Success Audit 8/31/2006 5:05:43 PM  Security LogonfLo... 538 Lo T .-C32... BMA-FILES-08 —

E’ @l Event Viewer g Success Audit 53172006 S:05:41 PM Security LogonfLo... 576 e-c _pa.. 7 .na BMA-FILES-03

ey ’ “Ppllcat'c‘“ &F Success Audit 8/31/2006 5:05:41 PM  Security LogonjLo... 528 e-. =pak.sl . ma BMA-FILES-08

= b Success Audit 8/31/2006 S:05:41 PM Security LogonfLo... 552 SYSTEM BMA-FILES-03

= SVdSte':; &f Success Audit 8/31/2006 5:05:37 PM  Security LogonfLo... 540 w TOELI-C32... BMA-FILES-08

% f a'fu 7, e'sd - @fF Success Audit 8(31/2006 5:05:37 PM  Security LogonjLo... S76 e W F T T-C32... BMA-FILES-08

PZ:?orr::::::ogsrgzzsmert- Success Audit 8/31/2006 5:05:37 PM  Security LogonjLo... 538 BoWTC L I-C32... BMA-FILES-0S

g Device Manager 1 Success Audit 8/31/2006 S:05:37 PM Security LogonfLo... 540 -l P, -C32... BMA-FILES-08

B S Storage @f’Success Audit 8/31/2006 S:05:37 PM Security LogonfLo... 576 p- 2 _I-C32... BMA-FILES-03

- Removable Storage @f Success Audit 83172006 S:05:37 PM Security LogonfLo... 540 laur” .cabral BMA-FILES-08

Disk Defragmenter &f Success Audit 8/31/2006 S:05:37 PM  Security LogonfLo... 576 lau =.cabral BMA-FILES-05

Disk Management Success Audit 8/31/2006 S5:05:36 PM Security System E... 515 SYE EM BMA-FILES-08

Eg..@ Services and Applications @f’ Success Audit 8/31/2006 S:05:25 PM Security LogonfLo... 538 tam v.harney BMA-FILES-08

d Success Audit 8/31/2006 S:03:14 PM Security LogonfLo... 538 m-sus ~ ~mith BMA-FILES-03

Success Audit 8/31j2006 5:02:45 PM Security LogonfLo... 538 ro TTEINI-54F...  BMA-FILES-08

@f" Success Audit 8/31/2006 S:02:35 PM Security LogonfLo... 540 M T .1 @F... BMA-FILES-08

Success Audit 8/31/2006 S5:02:35 PM Security LogonfLo... 576 A CEIT 4F ., BMA-FILES-08

d Success Audit 83172006 S:02:35PM  Security LogonfLo... 538 P -7 54 ..  BMA-FILES-08

Success Audit 8/31/2006 S5:02:35 PM Security LogonfLo... 540 e 1T S B BMA-FILES-08

@f Success Audit 8/31/2006 5:02:35 PM Security LogonfLo... 576 23 P -£ F... BMA-FILES-03

@‘f Success audit 8/31/2006 5:01:43 PM Security LogonfLo... 538 | B2 PEl - 4F... BMA-FILES-08

@f Success Audit 8/31/2006 S:01:43 PM Security LogonfLo... 540 M . 777, 54F... BMA-FILES-03

@f Success Audit 8/31/2006 S5:01:43 PM Security LogonfLo... 576 r .~ _I-54F... BMA-FILES-03

@f Success Audit 8/31/2006 S:01:42 PM Security LogonfLo... 538 1 N _I-54F... BMA-FILES-03

@f Success Audit 8/31/2006 S:01:42 PM Security LogonfLo... 540 MC  r 17-54F... BMA-FILES-03

@f Success Audit 8/31/2006 S:01:42 PM Security LogonfLo... 576 g -S4F... BMA-FILES-08

@’ Success Audit 83172006 S5:01:33 PM Security LogonfLo... 538 e 'I-54F... BMA-FILES-08

Success Audit 8/31/2006 5:01:28 PM Security LogonfLo... 540 MTPE T-S4F... BMA-FILES-03

Success Audit 8/31/2006 S5:01:28 PM Security LogonfLo... 576 Ihoc... ™. S54F... BMA-FILES-08

d’ Success Audit 8/31/2006 S:01:28 PM Security LogonfLo... 540 bi . ~now BMA-FILES-08

@fSuccess Audit 8/31j2006 5:01:28 PM Security LogonfLo... 576 bi ke ..we t BMA-FILES-05

(ef Success Audit 83172006 4:58:04 PM Security LogonfLo... 538 m-r. ' .. . ess BMA-FILES-08

@f Success Audit 8/31/2006 4:57:29 PM Security LogonfLo... 538 jessic  opinson BMA-FILES-08
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